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What is this poiccy?

Online safety is an mhagml part of safeguardmg and requires a whole school, cross-curricular
approuch and collaboration between /oey school leads. Acco-rdmgly, this
lKezlaLng Children Safe in Education’ 2020 (KCSIE), 'Tea,chm,g Online Sa,fety in Schoots” 2019 and other
statutory documents. [t cmnlo,lp,mznts existing and forthcommg subj'ects anlud‘mg Health., ReLatLonshLIas
and Sex Education, CLtherLsth and Computmg ;itis dzsignzd to- sit aLong
PoiLcy. An,y issues and concerns with online sa,fety must fotlow- the school's safeguardmg and child

protection Iaromdurzs. This poitcy should be reviewed annual[y.

icy is writken in line with

side Lanesfield's S afequarding



Aims

This po‘LLcy aims to-

Set out expectations for all Lanesfield Prima,ry Schoot's community members online behaviour,
attitudes and activities and use of digital technology ( including when devices are offline)

Help all stakeholders to- recognise that online/ digital behaviour standards ( including soctial media
activity ) must be u,lahztd, bzgond, the confines of the school gates and school d,ay, and regardlzss
of device or platform

facilitate the safe, responsible and respectful use of technology to- support teaching « learning,
increase attainment and prepare children and young p,eop,lp, for the risks and opportunities of
today's and tomorrow’s digital world, to survive and thrive online

Help school staff working with children to- understand their roles and responsibilities to- work

safely and ro,sponsLbLy with to.chrw{ogy and the online world.:
o forthe protection and benefit of the children and young IozopLo, in their care, and
o for their own protection, minimising misplaced or malicious allegations and to better
understand their own standards and practice
o forthe henefit of the schoot, supporting the school ethos, aims and oﬁjectLves, and protecting
the reputation of the school and profession
o LEstablish clear structures by which online misdemeanours will be treated, and procedures to-fotlow-
where there are douhts or concerns.

Furtlere,lp and Suppmt

Internal schoot channels should aquys be fotlowed first for reporting and support, as documented in
school Iaoitcy documents, espzcwlty in response to- incidents, which should be repm‘ted in line with your
SafeguardMg PoiLcy. The DSL will handle referrals to local a,uth,onty muLtL—agency safeguardmg hubs
(MASH) and rLcrrma,LLH the Head Teacher will handle referrals tothe LA dzngrLatzd officer (LADO). The
local a,ut/wnty may alsohave advisors to offer gerw,ral support.
Beyond this, rQ’p,O'rtmg.L\gﬂ.nzt has a list of curated links to-external support and h;aLpLLrw,s for both
u,les and staff, LrLcLu,cLLng the Profess'wmus' OnLan—Safety HeLpLan, the UK Safer Internet Centre and
the NSPCC Wthtlzb,Lmeg HQLPLLn,Q, as well as hotlines for hate crime, terrorism and fraud.

e
This poitcy a,a,atizs to-all members of the Lanesfield Prf,ma,n:/ School community ( anludmg staff,

governors, volunteers, contractors, studznts/laupds, parents/ carers, visitors and communLtH wsers) who
have access to our d,igtta,[ techrw'tagy, networks and syswns, whether on - site orrznwfz[y, and at any
time, or who use &chrwiogy in their school role.

Roles and re,sp,onsLb,LLttw,s

At Lanesfield Prim,ary School we are a community and all members have a cLu,tH to- behave respecgcutly
online and offline and to- use &chrw‘togy for teu.ch'mg and L@am'mg in order to hest prepare ,aupLLs for
life after school. £ veryone has a rzsponstb,LLLtH to- report any concerns or inappropriate behaviour
medtabz[y, to- protect staff, pulaLLs, families and the reputation of the schoot. We learn togethzr, make


https://reporting.lgfl.net/

honest mistakes toget/uzr and support each other in a world that is online and offline at the same time.
Head. Teacher/DSL

Key responsibilities:

o foster a culture of safequarding where online safety is fully integrated into- whote-school
safeguardmg

o Toensure that DSL responsibilities are being fotlowed and fully supported

o Ensure that poticies and procedures are followed by all staff

e Undertake training in offline and online safeguardmg, in accordance with statutory gudemce and
relevant Local SafegwrdMg Partnzrshtps

o Take overall responsibility for data management and information security ensuring the school's
provision fotlows best practice in information handling; work with the DPO and governors tor
ensure a GDPR —compLLan,t Sframework for storing data, but hzllatng to- ensure that child protection
is always put first and data-protection processes support careful and legal sharing of information

o Ensure the school implements and makes effective use of appropriate ICT systems and services
Ln,cLudLng schoot-safe fLLbarirLg and monitoring, Iarm‘zcb@d, email systems and that all t@chrw'togy
including cloud systems are implemented according to child-safety first principles

o Be responsible forensuring that all staff receive suitable training to-carry out their safequarding
and online safo,ty rofes

e [Ensure the school wehsite meets statutory requirements

o [Ensure that all staff have read and are aware of KCSIE 2020 Annex C (online safety )

Online Safety Lead

Key msp,ons:,bd,l,tws
Ensure an ejj‘:ectwa a,lalaruuch to- online sa,fety that empowers a school or coﬂege tor Iarvtect and

educate the whole school or coﬂ@ge community in their use of techrwto:qy and establishes
mechanisms to- identify, infervene in and escalate any incident where appropriate.

o Liaise with the local authority and work with other agencies in line with Working together tor
sa,fegua,rd children”

o Take day to-day responsibility for online safety issues and be aware of the potential for serious
child protection concerns

e  Work with the DPO and governors to-ensure a GDPR —cmnla[La,rLt framework for storing data, but
hz[pmg to- ensure that child protection is a,[wn,ys put first and data—lo,rotectum protesses support
careful and legal sharing of information

. Sto,y up to- date with the latest trends in online safety

o Review and LLICLd,a,tQ, this po’LLcH, other online safety documents (e. g Acce,ata,b,lz Use Policies) and
the strategy on which they are based (in harmony with policies for behaviour, safequarding,
Prevent and others) and submit for review- to- the gmmors/ trustees.

o Receive regu,ta,r u,pdates in online safety issues and lszSLathm,, be aware of local and schoot trend.s



Ensure that online safety education is embedded across the cwrriculum and beyond, in wider
schoot life

Promote an awareness and commitment to- online safety thrcru,ghcrut the school community, with a
strong focus on parents, who are often appreciative of school support in this area, but also
including hard-to-reach parents

Ensure governors are mgu[ady ulad,abed on the nature and effectiveness of the school's
arrangements for online safety

Liaise with school technical, pastoral, and support staff as appropriate

Communicate regutariy with SLT and the dzstgnated safeguardmg and compLLarLce governors to
discuss current issues and review- incident Logs

Ensure all staff are aware of the procedures that need to he followed in the event of an online
sa,fetg incident, and that these are Logged in the same way as any other safeguardmg incident
Facilitate training and advice for all staff.

Govunmg Bod.y, led bJj Sa_,fegu.a,rd,mg Link Governor

Key msponsz;bdétizs:

Approve this poticy and strateqy and subsequently review- its effectiveness

Support the schoot in encournging parents and the wider community to become engaged in online
safety activities

Have regu,La,r strategic reviews with the mLan—safety co-ordinator / DSL and incorporate online
safety into standing discussions of safequarding at governor meetings

Work with the DPO, DSL/Head Teacher toensure a GDPR-compliant framework for storing data,
but thIaLng toensure that child protection is always put first and data -protection protesses support
careful and Legal slulrtng of information

Be clear that all staff have read the relevant safequarding doctuments including KCSIE 2020
Ensure that all staff und@rgo* safq,guardmg and child protection training ( LrLcLucLLn,g online sa,fety )
at induction.

Ensure that children are taught about safequarding, including online safety, as part of providing
a broad and halanced curriculum

All staff
KQ,H msp,m.si,b,di,t&s:

Understand that online safety is an essential Iaa,rt of safeguardmg; as such it is Iaart of everyom’s
J'ob - never think that someone else will ch/c it up

Know- who the Designated Safegua,rd,mg Lead (DSL) and Online Safety Lead (OSL) are



o Read Part ], Annex A and Annex C of Keeping Children Safe in Education 2020 and fotlow this
poﬂcy in conjunction with the schools main safeguardtng fw'[LcH

o Record ontm—safetg incidents in the same waoy as any so.feguardtng incident and report in
accordance with school procedures.

 Sign and follow the staff acceptable use policy and code of conduct/handhook

o Notify the DSL/OSL if policy does not reflect practice in your school and follow escalation
procedures if concerns are not promptly acted upon

o ldentify opportunities to thread online safety through all school activities, both outside the
classroom and within the curriculum

o Whenever overseging the use of bzchrw‘togy in school or setting as homework tasks, encouruge
sensible use, monitor what pu,cu[s/ students are doing and consider potential dangers and the age
appropriateness of wehbsites

e Jo ca,refuLLH supervise and 9Lu;dp. IaupLLs when Qngaged in lza,mmg activities anviving online
technotogy, supporting them with search skills, critical thinking, age appropriate materials and
signposting, and legal issues such as copyright and data law-

. Przpa,ro, and check all online source and resources hefore using within the classroom

o [Encournge pupils /students to follow- their acceptable use poticy, remind them about it and enforce
school sanctions

. NoJchy the DSL/OSL of new trends and issues hefore t/w,H become a Iarob,&m

o Receive ro,guLo,r up,dato,s from the DSL/OSL and have a hza,Lthy curiosity for online safety issues

o Model safe, responsible and professional behaviours in their own use of technology. This includes
outside the school hours and site, and on social media, in all aspects ulahoidmg the reputation of
the school and of the Iarqfessi,mw,[ reputation of all staff.

PSHE / RSHE Lead./s

Key Responsibilities:

o As listed in the ‘all staff  section, plus:

o LEmbed consent, mental wellbeing, healthy relationships and staying safe online into- the PSHE /
Re[a,t'wnsh'tps education. This will include bzl;ng ta,ught what positive, h,ea.LthH and mslozcg‘:u[ online
reLa,tLonsths look like, the effects of their online actions on others and /crwwmg how- to recognise
and display respectful behaviour online. Throughout these subjects, teachers will address online
safety and appropriate behaviour in an age appropriate woy that is relevant to their Iau,lads' lives.

e This will comIaLQ,mrLt the computing curriculum, which covers the Ian;rLchlzs of online safety at all
/cey stages, with progression in the content to reflect the different and escalating risks that pupils
face. This includes how to use bachno’[ogy SQfQLH, ro,slaonsLb,LH, rzs,ochful[y and secu,nzly, and
where to go for /w,lp and support when tiw,y have concerns about content or contact on the internet
or other online technologies.

o Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues,
a,pprzm,chzs and messaging within PSHE / RSE.



IT/ Computi.ng Subj'e,ct lead

KQH resp,onsLb,Ll,Ltizs:

As listed in the ‘all staff  section, plus:

Oversee the delivery of the online safety element of the Computing curriculum in accordance with
the national curriculum

Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues,
approaches and messaging within Computing

Cotlaborate with technical staff and others responsible for ICT use in school to-ensure a common

and consistent a,plaroach, in line with o,ccelata,lalp,—use agraemnts

Network Ma:wge,r - CloudW [T Technician - Concero- UK

Key resp,mwi,b,dl;tws:

As listed in the all sta,ﬁ' section, Ia[u,s :

Keep up to- date with the school's online safety policy and technical information in order tor
offectively carry out their online safety role and to-inform and update others as relevant

Work cLo*seLH with the DSL / online sa,fo.ty lead / DPO

Ensure the above stakeholders understand the consequences of existing services and of any
changes to these systems ( especially in terms of access to-personal and sensitive records / data
and to- systems such as YoulTube mode, weh filtering settings, sharing permissions for files on
cloud Iala,gccrrms )

Support and advise on the implementation of ‘appropriate futering and monitoring” as decided by
the DSL and senior leadership team

Maintain up—to*—d,abe documentation of the school's online security and technical pmced,u,ms

To report onlmz—safety related issues that come to their attention in line with school po{Lcy
Manage the school's systems, networks and devices, according to-a strict password policy, with
systems in IaLace for detection of misuse and malicious attack, with adeq,u,a.te protection, encryption
and bﬂ,c/cup for data, LrLcLudLrLg disaster recovery Ia[a,ns, and auditable access controls

Monitor the use of schoot technology, online platforms and sotial media presence and that any
misuse/ attempted misuse is identified and reported in line with school poticy

Work CLO'SQ,LH with the [T/ Cmnput’mg Lead to dxz,velop systems and Iamtedures as well as monitor

eXxis thg oneSs.

Data. Protection Officer (DPO)

KQ,H msp,m.si,b,di,t&s:

Be aware that of references to the relationship hetween data protection and safeguardMg in /cey
Depa,rtrrw,nt for Education documents lKeeIaLng Children Safe in Education 202 0" and Data
protection: a toolkit for schoots’ ( Au,gust 2018), espzcta[[g this quote from the latter document:

'GDPR does not prevent, or limit, the sharing of information forthe purposes of keeping children
safe. Lawful and secure information sharing hetween schoots, Children's Social Care, and other
local agencies, is essential for keeping children safe and ensuring they get the support they need.



The Data Protection Act 2018 introduced ‘safequarding’ as a reason to be able toprocess sensitive,
personal information, even without consent (DPA, Part 2,18; Schedule 8, L) When Designated
Safeguardmg Leads in schools are consLd,ermg whether, or not, to- share safeguardtng information
( especially with other agencms) it is considered hest practice for them to- record who they are
sharing that information with and for what reason. If they have taken a decision not to- seek
consent from the data suiy‘ect and/or /ao,rent/ carer that should also be recorded within the
safequarding file. All relevant information can he shared without consent if to-gain consent would
place a child at risk. Fears about sharing information must not be allowed to- stand in the way
of promating the welfare and protecting the safety of children.”

o Work with the DSL, Head Teacherand governors toensure framzwvr/cs are in p[ace for the protection
of data and of sa,fegua,rdmg Lnfmna,tton sh,armg as outlined above

e f[nsure that all access to safeguardLng data is limited as a,lalaroprw,te, and also monitored and
audited

Volunteers and Students

Key msponsz;bdttizs:
o Read, understand, sign and adhere toan acceptable use policy (AUP)
. Repmt any concerns, no- matter how- small, to- the DSL
e Maintain an awareness of current online safety issues and gudemoz

o Model safe, reslamwtbba and Io,rofesswnal behaviours in their own wse of technoiogy

Pupils

Key responsibilities:

o Read, understand, sign and adhere to- the stud,ent/pup,d acceptable use poticy and review- this
annually

e Understand the importance of reporting abuse, misuse or access to- inappropriate materials

o Know what action totake if they or someone they know feels worried or vulnernble when using
online technology

e [0 understand the importance of a,d,opt'mg safe and mslaonstb& behaviours and govd, online safety
proctice when using dLthaL techrwiogtes outside of school and realise that the school's a,ccelata,blz
use policies cover actions out of school, including on social media

e Understand the bzrw,ﬁts/ opportunities and risks/ d,a,nger‘s of the online world and know who to
talk to-at school or outside school if there are Iaroblzms

Parents/carers

KQ,H msp,msibil,i,ti.es:



o Read, sign and promote the school's parental acceptable use policy (AUP) and read the pupil AUP
and encouruge their children to follow- it

o Consult with the school if thzy have any Concerns about their children's and others’ use of
technotogy

o Promote positive online safety and model safe, responsible and positive hehaviours in their own
use of tec/moiogy, an[udmg on social media: not shcm;ng other's images or details without
permission and refraining from posting negative, threatening or vislent comments about others,
including the school staff, volunieers, governors, contractors, pupils or other parents/ carers.

Education and Curriculum

At Lanesfield Pn’mary School, we aim to give our pupLLs the life-skills that will enable them to-embrace
and utilise new techrwlogy ina sor;La,LLH responstblz and safe way. We want our children to become

confident, creative and Lndalwzndmt users of computing tachrwtogi,es, gaining confidence and enjoyment
from their Lo,a,ang experiences. We want the use of techrwtogy to- support Izammg across the entire

curriculum and toensure that our curriculum is accessible to-every child. It is our mission that all our
Iau,aLLs have a breadth of experience to dzvvlop their undzr'standmg of themselves as individuals within
their community but alsoas members of a wider gtobal community and as resp,onstblxa cLLg ital citizens.

The foﬂcrwing subjects have the clearest online safety links and the medium term pLarang reflects this:
e PSHE

. Re[atLonsths education, relationships and sex education (RSE)

. Cmput'mg

However, as stated in the role dp,scrtp,tm‘s ahove, it is the rote of all staff to Ld,entg"y opportunities to
thread online safety thrmj,gh all school activities, both outside the classroom and within the curriculum.
As a 1:] IPad schoot, Iaup.LLs use devices across a range of su,b:/‘ects and their use is fu,LLy in-huilt within
d,a.y —to*—d,a,y lzammg.

We recognise that online safety and broader digtta[ resilience must be thread thmughout the curriculum
and that is Why it does not stand alone as a linear su,bj'ect. Teachers Io,La,rL opportunities to work on /co,y
areas: Seéf—Mge/ /dznttty, Online rzLatLonsths and reputation, Online bu,LLH ing, /\/\a,nagmg online
information, Health, Wellbzmg and Lifestylz, Privacy, Security, Copyn;ght and mersth.

Virtual Me,e,ti,ngs and Home Le.anLMg

o All staff and governors will use Microsoft Teams to facilitate virtual meetings

o A memberof school staff will set up the meeting and send invitations

o Al staff and governors are ex,aected, to attend virtual meetings in a private space where
conversations can remain confidential.

o Staff and governors should fotlow-the dress code in the schoot's Code of Conduct and ensure that
the bac/cgmnd of the video call is appropriate

e There should he no reconitng of meetings without prior consent.

o All staff and governors will adhere to- the Wotverhampton City Council Video Conferencing Data
Protection Advice.



Trins / events away from school

For school trips Jevents away from school, the group leader will wse their pp,rsonal mohile phom, as a
contact for schools and in the event of an emergency, tocontact any services needed and nntgfy school
to- inform parents. Staff using their pzr‘sona[ Iahom in an emergency will ensure that the numhber is
hidden to avoid a parent or student accessing a teacher's private Ia/wma numhber-

Ha.nd,l.ulg mdm—safety concens and incidents, uu:wd,m,g bull,ymg

It is vital that all staff recognise that onLLn,e-safetH is a part of safeguardmg.

General concerns must bhe handled in the same woy as any other safeguardmg concern. The
Safeguardmg and Child Protection PoiLcH should he adhered to-

Lanesfield Prtm,a,ry School commits to take all reasonahble precautions to-ensure online safety, but
recognises that incidents will occur hoth inside school and outside school (and that those from outside
school will continue tor impact on pupt[s when t/vzy come into- schoot). All members of the schoot are
encouraged to- report issues swv;ftly to- allow them to be dealt with qutc/dy and, senstttvo,[y through the

school's escalation processes.

Misuse of school bzch:wiogy (devices, systems, networks orp,l,a,g"'owns)

Clear and well communicated rules and protedures are essential to govern Iaup,LL and adult use of
school networks, connections, internet connectivity and devices, cloud Ia[agcmms and. social media (hoth
when on schoot site and outside of school). These are defined in the relevant Acceptab,lz Use Poﬂcy.
Where Iau,lads contravene these rules, the school behaviour poiLcy will be app[lzd; where staff
contravene these rules, action will be taken as outlined in the staff code of conduct/handbook.

Further to these steps, the school reserves the n;ght to- withdraw- - tempmrt[y or Iozrrrw,np,ntly - any or
all access to- such technoiogy, or the n’ght to- b,rmg devices onto school property.

Appropﬁ.abz fLUzruxg and monitoring
At Lanzsfiz[d, Pri,ma,ry School the internet connection is prcrvidzd, b.y British Telecommunications (BT) in

connection with Concero- UK. We have a dedicated and secure, school safe connection that is protecbed
with fLrewaLLs and mu[ti,labz La,yo,rs of secun;tg, anLudLrLg a weh fLLthtng system.

Email

Sta,ff and children at Lanzsflz[d, Prfmary School have /V\Lcro‘soft email accounts. These accounts are fuLLH
trackable and m,a,rw,ged, by Concero on b,e/w,g: qf the school. This is fOT the mutual Iarvtect'wn and privacy
of all sta.ﬁ:, Iau,lads and paren,ts, as well as to sulafwrt data Io,rotect'um.

Generol Ian;ncLIalzs fo7' email use are as foﬂcmrs :
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o Email may only be sent using the email systems ahove. There should he no circumstances where
a private email is wsed; if this hap/ozns by mistake, the Headleacher should be informed
mezd,w,bz[y.

o Staff or pupil personal data should never be sent/shared/stored on email.

If data needs to-be shared with external agencies, passport protection and encryption should
be appllp,d,
o Internally, staff should use the schoot network,
 Appropriate behaviour is expected at all times.

School website

Our school wehsite is a /oey Io,u,bLLc—faang information po-rta[ for the school community (hoth existing
and, Iam'slop.ctva, stakeholders) with a /co,H ro.,autatmwl value. The site is managed by Eservices at the
Local Authonty. There are dedicated links for Iao,ro.nts and Iaulo,ds rQLathg to- online safety.

Cloud platforms / TEAMs | Showhie Tapestry
This school adheres to the prtn,chLes of the DfE document Cloud comp,utmq services: quLdarLCQfOT school

leaders, school staff and governing bodies’. Concero Uk monitor and, review- their use.
The foﬂcrwmg pnnuplxas apply
Privacy statements inform parents and children (13+) when and what sort of data is stored in the
cloud
e The DPO approves new” cloud systems, what may or may not be stored in them and b,y whom.

. Regular training ensures all staff understand sha,rtng fu,nctumali,ty

o Pupils and staff are only given access and/or sharing rights when they can demonstrate an
under‘sta,nd,i,ng of what data may be stored and how it can he seen

o Two-factor authentication is used for access to- staff or pupil data

o Pupil Lmages/ videos are only made public with parental permission

. On,LH scfwoi—a,ppro'ved Io,l,o,gccrrms are used hy students or staff to- store Iau,lo,LL work

e Parent consent is req/uzsted, hefore Iau,pi,[s are given access to Microsoft TEAMs and Showhie.
Parents are directed tothe relevant privacy notices

o Pupils are reminded about the importance of keeping passwords protected and this is referred to-
in the relevant Acce,atab,lz Use Policies.

o Aletteris sent out to-new EYFS parents to gain permission for the use of Tapestry.

Di{]i,tal images and video
When a pulo,d/ student joins the schoot, Iaa,rzn,ts [carers are asked g‘: th,e,y give consent fOT their child's
image to he ca,latu,rzd, in phﬂograp,hs or videos. This Lnfmma,tton is stored Q,/zctmntcauy and deleted

once the child leaves the school
Whenever a Iahotcr or video is taken, the member of staff ta/ctng it will check the latest datahase befom

using it fOT any purpose.
An,y Iau,pds shown in Iaubli,c fa,ctng materials are never Ldzntgf&d, with more than fLr:st name.
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All staff are 9mmd b,y their contract of emp[oymnt and the school's Acozptablz Use Po-[Lcy, which
covers the use of mobile phoms/ Imrsonal eguipment for to,/ctng pictures of Iau,ads, and where these are
stored. At Lanesfield Prv;mary School no- member of staff will ever use their Imrsona,L phm to capture
p,/wto*s or videos of pulads.

Photos are stored on the school network in line with the retention schedule of the schoot Data Protection
Policy.

Staﬁyand, parents are reminded reguLariH about the importance of not shan;ng without permission, due
to reasons of child protection, data protection, mLngus or cultural reasons, or smeLH for reasons of
Io,ersonal privacy.

We encourage young Io,eopLQ to- think about their online reputation and, digtta[ fov‘tprmt, so- we should be
gomi adult rote models by not mrshartng.

PupLLs are advised to be very careful ahout pLaang any pzrsonat Iahotcrs on social media. T/w,H are
taught to- understand the need to maintain privacy settings so-as not to make IaubLLc, Iozrsona[
information. Pu,ads are taught that t/w,H should not post images or videos of others without their
permission. We teach them about the risks associated with p,rcrvidtng information with images

( including the name of the file), that reveals the identity of others and theur location. We teach them
about the need to /caela their data secure and what to- do if t/w,y [ ora friend are sub:/o,ct to- buLLy ing or

abuse.

Sotial media

Lanesfield Prtm,a,ry School has a Facebook account and mLLLtLplp, Twitter accounts.

Accmdi,ngty, we manage and monitor our social media faotprmt carefull«:/ to- know- what is szng said
ahout the school and to resp,ond to- criticism and praise in a fair, responstble manner.

The Eservices team at the Local Authonty is resp,onstbte for managing our sotial media accounts.

Staff, governors, parents and children should ensure that th;ay follow the guuianoa set out ahout the
rzspcmsLb,LQ use of social media accounts in the relevant Acce,atable Use Policies. Staff should also refer
to- the staff code of conduct.

If parents have a concern about the school, we would urge them to- contact us dLrectLy and in private to
resolve the matter: If an issue cannot he resotved in this way, the school compLaLrLts Iarotedu,nz/ should
be fotlowed. S/w,rtn,g cmanaLrLts on social media is LLFL[,L/CQ,[,H to- hzlla resolve the matter;, bhut can cause
upset to staff, Iau,pL[s and parents, also undznni,n,mg staff morule and the reputation of the school
(which is important forthe pu,ptls we serve).

/V\any sotial media Io,[o,gcmms have a minimum age of 13 however the school regu[ariy deals with issues
arising on sotial media with pupds /students under the age of 13. We ask parents to respect age ratings
on social media Iala,g‘:orms wherever IaO'SSLb,LQ, and not encourage or condone u,n,d)zmge use.

Online 5a.fetH lessons will look at social media and other online behaviour, how to be a govd, friend
online and how- to report b,ul[y ing, misuse, intimidation or abuse. However, children will often learn
most from the models of behaviour tiw,y see and experience, which will often be from adults.

Parents can hest support by taUchLg to- their children ahout the apps, sites and games thzy wse.

Pu,IaLLS /students are not allowed to he frw,ruis with or make a friend request to-any staff, governors,
volunteers and controctors or otherwise communicate via social media.

Exceptwns may be made, e. g for pre-existing famLLy links, but these must he approved b,y the Head
Teacher and should he declared upon entry of the pulad or staff member tothe schoot.

An,y a,t&mlat to- do so may be a safeguardtng COncern or d,LschLLrw,ry matter and should he rwttfw,d to
the DSL.
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Staff are reminded that th,ey are ob,LLged not to bn;ng the school or prof@ss‘w‘n into dtsmputa and the
easiest way to avoid this is to have the strictest privacy settings and avoid inappropriate sharing and
ow,rsha,rv;ng online. 77123 should never discuss the school orits stakeholders on social media and be
careful that their /mrsonal opinions nght not he attributed tothe school, trust or local authority,
bringmg the school into cLLerpube.

Personal devices mctud,mg wearuhle lzchrw'togy and mohile Flwne.s

Pu,IaLLs are not allowed motile Iahoms in school. If th}zy b,rmg them to- school thzy must be locked
away in the school office until the end of the d,a,y.

Motile phones should not be accessed during the school working day, with the exception of
dinnertime away from the children. They should not he openly visible but locked away in a class
cu,abourd or locker. for all members of staff, none class hased motile Iahom,s should he stored
along with other personal belongings in schoot lockers.

Under no-circumstances are school photographs to-be taken on motile phone. A schoot Pad should
be used.

Volunteers, contractors, governors should be turned off and out of site. Under no circumstances
should they be used in the presence of children orto-take photographs or videos. If this is required
(e.q. for contractors to take photos of equinment or buildings), permission of the Head Teacher
should be scru,gh,t and this should be done in the presence of a member staff.

Parents are asked to keep their phones out of site and turned off when they are in school. They
should ask permission hefore ta,/cl;ng any photo*s, e.g. of dtsplays in corridors or classrooms, and
avoid capturing other children. When at schootl events, parents are asked totake Iahoto*s for Iozrsonal
use only and are to-refrain from posting on sotial media accounts. 7712,3 are reminded that there
are some children at Lanesfield Primary School who do not have permission to- have their photo
taken or shared.

Network / Internet access on school devices

Volunteers, contractors and governors can request access to the wireless network hut have no
access to networked lezs/ drives, subj'ect to the a,ccelata,b,[z use fwﬂcy. All internet tra,ﬁ:tc is
monitored.

Parents have no access to the school network or wireless internet on Io,ersonal devices.

Swrchul,g and confiscation

In line with the DfE gu,Ld,o,n,ce 'Sea,rch,mg, screening and conftsca,tton: advice fOT schools’, the Head
Teacher and sta,ff authorised, bg them have a sta,tu,tOTy power to search pu,IaLLs/ Iarop,zrty on school
premises. This includes the content of mohile Iahoms and. other devices, for example as a result qf a

reasonahle suspicion that a device contains LUzgal or undesirohle material, Ln,c[u,d,'mg but not exclusive

to sexual images, Iamnogmphy, violence or bu,LLH ing.
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Sigrw,d (Chair of Governors)

Date
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